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Purpose

Describe implementation plan for
TRADOC Schools and Centers to
employ SD2TS architecture
demonstrated by ABCS Proof of
Principle (PoP) 3

@ WHERE TOMORROW'S VICTORIES BEGIN

DCSOPS&T- TRADOC slide 3



ABCS PoP 3
demonstrated...
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High-Level Design

Client Tiellr Middle Tier ABCS Area
ICA over SS _ VNC over Windows
LL B SSH E Based
- () ‘ Systems
) @
Nfuse w/ Citrix { VNC over
eb Server Secure SSH .
(Frontend T Gateway Solaris
Citrix x86 Based
User w/ Cert, etaframe) Systems
Web Browser

Student enclaves are Army-controlled remote environments.

Students initiate sessions to the learning environment via secure web connection, 3DES or highet
Primary firewall only allows inbound secure web and secure Citrix client traffic.

Web portal to Citrix obtains secure Citrix connection authorization for students from Citrix enviro
Workstations establish secure Citrix connection to the Citrix environment based on obtained auth

Host-based firewall on Citrix server only allows inbound web portal secure Citrix connection authc
requests and Workstation secure Citrix connection requests.

Secondary firewall only allows SSH traffic between Citrix server and ABCS environment.

®Q0 @@EOE®

Certificate-authenticated SSH provides secure transport mechanism for VNC traffic to Citrix serve
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Single rack!
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* SD2TS currently in
development with the
administrative
console pulled out for
viewing.

* All ABCS training are
available remotely to
students and
instructors on their
PCs or laptops.

* Monitor is for system
administration use
only.

* It is about 4 feet high,
enough for up to a
total of 24 hosts for
ABCS training
systems, firewall,
SIM/STIM and security
platforms and has a
small foot print!
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SD2TS Benefits

* Multi-Purpose
- Institutional individual digital training
- Remote site individual digital training

* Movable/Deployable

* Reduces overall ABCS HW/SW
requirements
- No upgrades required to DTFs/DTTPs

- SW Configuration Management
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MCS-L/FBCB2 Server

Farm

i MCS-L SQL Server

> 20 “A” Boxes for
MCS-L or
FBCB2

1 “A” Box for

ASBS-Box for
Kexbog-d/Monitor

eRriRIX Server
2U UPS

20 Student Training Set
21 “A” Boxes (PC)

1 “B” Box (CCU)

2 Servers (SQL/CITRIX)
1 UPS
Keyboard/Monitor unit
KVM Switch

20 MCS-L SW sets

20 FBCB2 BFT SW sets
20 WIN2K & Office 2K sets
20 Solaris for Intel SW

1 ASAS-L SW set (basic
applications)

1 AFATDS SW set

2 Server 2K SW sets
SQL Server SW
CITRIX Server SW

20-44 Concurrent CITRIX Client
licenses

20 MS Terminal Services
Licenses

Symantec “Ghost” SW
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ASAS-L/FBCB2 Server

Fa rm 20 Student Training Set
MCS-L SQL Server 21 “A” Boxes (PC)
1 “B” Box (CCU)
2 Servers (SQL/CITRIX)

1 UPS
Keyboard/Monitor unit
KVM Switch
20 nAu BOXGS fOI‘ 20 ASAS'L SW SetS
ASAS-L or FBCB2 20 FBCB2 BFT SW sets

1 WIN2K & Office 2K set
20 Solaris for Intel SW
1 MCS-L SW set (basic applications)
1 AFATDS SW set
2 Server 2K SW sets
1 “A” Box for MCS-L
1 “B” Box for SQL Server SW
Kexlrgsgd/Monitor CITRIX Server SW

e IX Server 20-44 Concurrent CITRIX Client
2U UPS licenses

20 MS Terminal Services Licenses
Symantec “Ghost” SW
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BDE/BN Server Farm

o
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(Stack 1)

MCS-L SQL Server

5 “A” Boxes for BN
ASAS-L

5 “A” Boxes for BN
BCS3

10 “A” Boxes for BN
MCS-L

2 “A” Boxes for BDE

ﬁgﬁ;ﬁard/Monitor
WHIRIX Server

2U UPS

BDE/BN Training Set

22 “A” Boxes (PC)

2 Servers (SQL/CITRIX)
1 UPS
Keyboard/Monitor unit
KVM Switch

5 ASAS-L SW sets (basic
applications)

20 FBCB2 BFT SW sets
20 WIN2K & Office 2K set
20 Solaris for Intel SW
20 MCS-L SW set

7 BCS3 SW sets

2 Server 2K SW sets

SQL Server SW

CITRIX Server SW

22-44 Concurrent CITRIX Client
licenses

22 MS Terminal Services Licenses

Symantec “Ghost” SW
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BDE/BN Server Farm
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(Stack 2)

> 4 “A” Boxes for BDE
ASAS-L

* B “A” Boxes for BDE
MCS-L

4 “B” Boxes for BN
AFATDS

2 “B” Boxes for BDE

AF&YRR)x for BDE
AMDPCS

} Keyboard/Monitor unit

} 2U UPS

BDE/BN Training Set
(Cont’d)

9 “A” Boxes (PC)

6 “B” Box (CCU)

1 “C” Box (HCU2)

1 UPS

Keyboard/Monitor unit

KVM Switch

4 ASAS-L SW sets (basic applications)
9 FBCB2 BFT SW sets

9 WIN2K & Office 2K set
9 Solaris for Intel SW

9 MCS-L SW sets

6 AFATDS SW sets

1 AMDPCS SW set

16-32 Concurrent CITRIX Client
licenses

16 MS Terminal Services Licenses
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Server Farm Fielding (Phase 1)
(Apr-jun 04)

* MCS-L/FBCB2 Set * ASAS-L/FBCB2 Set
- Benning - Huachuca
- Knox - Bragg
- Gordon
- Rucker (1 of 2) * BDE/BN Set
- Bragg - Camp Dodge (DTDC)
- Sam Houston - Leavenworth

(DLDC)

- Bliss (USASMA)
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Server Farm Fielding (Phase Il)
(Jul-Sep 04)

* MCS-L/FBCB2 Set * ASAS-L/FBCB2 Set

- Rucker (2 of 2) - Camp Dodge
- Bliss

- Sill

- Huachuca * BDE/BN Set
- Leonard Wood (3) - Bragg

- Aberdeen Proving
Ground

- Redstone Arsenal
- Lee

- Jackson

- Camp Dodge
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SD2TS Implementation Timeline

\4

FYO04 Implementation Plan Complete NLT Oct

04

Server Farm Fielding (Phase 1l)

Server Farm Fielding (Phase 1)

FY06-11 POM Submit

Develop Implementation Concept

Conduct AAR / Review Lessons
Learned
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Back-up Slides
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SD2TS Consolidated Costs

E3 Microsoft Excel - F¥04 Server Farm Funding Worksheet ['_ |r|:| |r'5_<|
File  Edit Wiew  Insert  Format Tools Data Wwindow  Help - - F x
DEEan SEYy & BRa- T o B = -2l £ b aS e - 3.
Airial -10 -|B r U R TR R Y U
3 T = = .
L7 - A
A =] C Formula Bar P E F G H 1 i] K L (] —
1 |Installation ASAS-LIFBCEZ Server Farm Set MCS-LIFBCBZ Server Farm Set BDE/EN Level Server Farm Set —_—
2 # Sets Cost Total # Sets Cost Total # Sets Cost Total
3 |Fr Gordon 1} #107,250 $0 1 17 660 17,660 1} #1394, 700 F0
4 |Fr. Benning 1} #107,250 $0 1 17 660 17,660 1} #1394, 700 F0
5 |FrKnox 1} #107,250 $0 1 17 660 17,660 1} #1394, 700 F0
& |Fr Leavenworth 1} #107,250 $0 1} 17 660 $0 1 #1394, 700 #1394, 700 i
7 |Fr. Rucker 1} #107,250 $0 2 17 660 $236,100 1} #1394, 700 F0 ! -I
2 |Fr Bliss 1} #107,250 $0 1 17 650 17660 1 #1934, 700 #1934, 700
9 |FrSil 1} #107,250 $0 1 17 650 17660 1} #1934, 700 F0
10 | Ft. Huachuca 1 #107,250 $107,260 1 17 650 17660 1} #1934, 700 F0
1 |Ft Leonard wWood 1} #107,250 $0 2 17 650 $352.E50 1} #1934, 700 F0
12 |Ft. Sam Houston 1} #107,250 $0 1 17 650 17660 1} #1934, 700 F0
12 | Aberdeen Proving Ground 1} #107,250 $0 1 17 650 17660 1} #1934, 700 F0
14 | FRedstone Arsenal 1} #107.250 $0 1 117 650 +17.660 1} #194,700 F0
15 |FtLee 1} #107.250 $0 1 117 650 +17.660 1} #194,700 F0
18 | Ft Jackson 1} #107.250 $0 1 117 650 +17.660 1} #194,700 F0
17 |Ft.BEragg 1 #107.250 4107260 1 117 650 +17.660 1 #194,700 #194,700
12 | Camp Dodge 1 #107.250 4107260 1 117 650 +17.660 1 #194,700 #194,700
19 | ] sz21,750 R 22,115,900 IS $77E.800 $3,218 450
20 26
21
22
23 USASRA 4134, 700
24 oLoDC 4134, 700
25 Eragg $117.550
26 Eragg $107,250
27 | Recurring Licenses - ASAS-LIFMNECEZ 490,000 Camp Dodge 4194, 700
28 | Recurring Licenses - FMCS-LIFRNECES 540,000 BEenning F117.5650
29 | Recurring Licenses - BOEEM 240,000 Krnos F117.5650
20 870,000 AMEDD F117.5650
| Huachuca 107,250
32 Giordon F117.5650
33 Fucker FNTEE0 [1of 2)
a4 Apr Funding F1.502,900
38
3E
Ecr Total 3,216,450
a8 Apr Funding #1.502,900
=9 Jul Funding 1,712,550 |||
40
41 -
4 4 » M Consolidated Cost ¢ Set Cost ¢ Sheet3 / |« | | vl
Ready
‘4 start [ o 1nb | & Pop#s E3 Mic
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SD2TS Set Costs

Ed Microsoft Excel - FY04 Server Farm Funding Worksheet
File Edit Wiew Insert Format Tools Data wWindow  Help -

D=EHa® Sa v | 8 - <f @ .
Arial -0 - B F O =E = = B A -
4 = 1 (=] -
150 - e
A B = ] E F G H | J =

1 ASAS-LFBCB2 Server Farm Set MCS-LFBCB2 Server Farm Set —
2 hem Cost Oty Total Hem Cost Oty Total
3 |Rack §3.,500 1 F3,500 Rack §3.,500 1 $3,500
4 |"A" Boxes (PC) 1,600 1 F33,600 "A" Boxes (PC) 1,600 1 $33,600
5 |"B" Box F10,000 1 F10,000 "B" Box 1,600 1 $1,600
B | honitor 1,000 2 2,000 Monitor 1,000 2 2,000
7 | Server (SQLICI $5,000 2 $10,000 Server (SQLICtr:) $5,000 2 $10,000
g8 |UPS 1,000 1 F1,000 UPsS 1,000 1 $1.,000
9 |kKeyboard Monitar Linit F1,600 1 F1,600 Keyhoard Monitor Unit F1,600 1 $1.600
10 | KWW Switch F250 1 F250 MM Swvitch F250 1 F250
11 | ASAS-L SW Set F0 20 F0 MCS-L SW Set F0 20 F0
12 FBCBZ BFT SWw Set F0 20 E0 FBECBZ BFT SWW Set F0 20 %0
13 WM 2K & Office 2k Sets 1,000 1 1,000 WWIN 2K & Office 21 Sets 1,000 20 $20,000
14 | Solaris for INTEL Sy F500 20 F10,000 Solaris for INTEL S F500 20 $10,000
15 MCS-L 8w Set chasic apm F0 1 50 ASAS-L SVW Set (basic apm F0 1 0
16 AFATDS SV Set F0 1 50 AFATDS SV Set F0 1 F0
17 | Server 2K Set F1,000 2 2,000 Server 2k Set F1,000 2 2,000
18 SGL Server Svw F1,000 1 F1,000 SQL Server S F1,000 1 F1,000
19 | CITRIHE Server SWW 1,000 1 F1,000 CITRIEH Server S 1,000 1 $1.,000
20 |Concurrent CITRES Client Licenses (200" $15,000 1 £15 000 Concurrent CITRE Client Licenses (200 F15,000 1 $15,000
21 |MS Terminal Services Licenses (2007F F15,000 1 F15,000 MS Terminal Services Licenses (2007 F15,000 1 $15,000
22 |Symantec "Ghost' Sy E300 1 300 Syrmantec "Ghost' S E300 F0
23
24
25 i
26 |* Recurring license fees
27
28
29
30 Recurring Licenses - ASAS-L/IFBECBZ F30,000
31 Recurring Licenses - MCES-LIFBCBZ $30,000

Fecurring Licenses - BDEMBARM F60,000
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E3 Microsoft Excel - FY04 Server Farm Funding Worksheet
File Edit Wiew Insert Format Tools Data window  Help

SD2TS Set Costs (Cont’d)

DCSOPS&T- TRADOC

[ ©] Micrasoft P
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DEHaSn SE Y LB o B = -2 | b 4% o0 - [3).
Arial -0 - B F U SE==E % 3% , Wi < P A AL
id Es = (=l -
T4B5 - f
L ] I s F Q R S T u =1
1 BDE/BN Level Server Set BDE/BN Level Server Set —
2 Rem Cost Oty Total em Cost oy Total
3 |Rack#* §3.,500 1 §3,500 Rack #2 §3,500 1 $3,500
4 |"A" Boxes (P 1,600 22 F358,200 "A' Hoxes (PC) F1,600 9 F14,400
5 |"B" Box 1,600 u] F0 "B" Box $1.600 <] $9.600
6 |honitar F0 monitor o %0
7 | Server (SQLICItri $5,000 2 %10,000 TCM Box (HCUZ) %5,000 1 $5,000
g8 |UPS 1,000 1 §1.,000 Server (SQLCIitri: §5,000 u] 30
9 |Kevboard Manitor Unit 1,600 1 F1.600 UFPS F1.,000 1 $1.,000
10 | WM Switch F250 1 $250 Keyvboard Manitar Unit $1.600 1 $1,600
11 |ASAS-L SW Set F0 5 F0 MM Switch F250 1 F250
12 FBCHZ2 BFT 5vww Set F0 1] %0 ASAS-L SVWY Set %0 4 %0
13 Wi 2k & Office 21< Sets 1,000 20 F20,000 FECBZ BFT SWW Set F0 =] 0
14 |Solaris for INTEL S F500 20 F10,000 W 2k & Office 2K Sets §1.,000 =] $9,000
15 MCS-L 8w Set cbasic apm F0 20 F0 Solaris for INTEL 5w $500 =] $4,500
16 BCS3 8W Set F0 7 F0 MCS-L SW Set (basic app) F0 =] F0
17 AFATDS SWwW Set F0 1] %0 BCS3 Sy Set %0 u} %0
18 Server 2K Set F1,000 2 2,000 AFATDS SW Set 0 1 &0
19 | 5GL Server SvwwW 1,000 1 §1.,000 AMDPCS Sy Set F0 1 30
20 | CITRIX Server Sy 1,000 1 1,000 Server 2k Set 1,000 u] 0
21 | Concurrent CITRE Client Licenses (200 F15,000 1 $15,000 SCL Server SV E1.,000 a %0
22 |MS Terminal Services Licenses (200 F15,000 1 E15,000 CITRIH Server Sy E1,000 a F0
23 |Bymantec "Ghost' S 300 1 300 Concurrent SITREE Client Licenses (200 F15,000 1 $15,000
Rack#1 Cost %115,850 M3 Terminal Services Licenses (200 %15,000 1 $15,000 T
Symantec "Ghost" Svy 300 a F0
Rack #2 Cost $78.850
{Total 2 Rack System  §194700
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